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Private by design

An editable PowerPoint version of these slides is included in the lesson pack.

Private by design

* You choose your audience
e Today: audit a fictional student's profile
e Then: fix the settings and check your own

Your digital footprint

¢ What you post
e What other people post about you
e What apps collect in the background, like location

Who can see where you are?

* Location sharing shows a live map to the people on your list
e Safest: off, or a few people you know in real life
e A parent or guardian should know who is on the list

Photo clues

e House numbers and street signs
¢ School logos, jerseys and ID badges
e Bus numbers and local landmarks

e Some cameras save location inside the photo file
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SLIDE 1 - SPEAKER NOTES

Set a calm tone. Make clear that no one will be asked to show their own accounts. Jordan is
fictional, so students can be honest about what they notice.

SLIDE 2 - SPEAKER NOTES

Ask for one example of each. Point out that the second category, what others post about you,
is why the ask-first rule matters for everyone.

SLIDE 3 - SPEAKER NOTES

Do not shame students who use location sharing with family. The goal is a short, chosen list,
not hundreds of followers.

SLIDE 4 - SPEAKER NOTES

Ask students to think about a photo they took this week. Would any of these show up in the
background? Turning off camera location tagging is a quick fix.
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SLIDE 5 - SPEAKER NOTES

Connect to the warm-up. A screenshot can be forwarded forever. That is true for your
. What a screenshot does messages and for other people's messages you hold.

¢ Disappearing messages disappear from the app, not from
screens

e Anyone can screenshot or film a screen

e Once sent, you lose control of it

SLIDE 6 - SPEAKER NOTES

Mention in one sentence what your school's conduct policy says about posting others
without permission. Keep it informational, not threatening.

Other people's information: ask first

e Ask before you post or forward someone's photo, video, chat or
number

e Anois a full answer
e Take it down if they ask later

private account, location off, message requests, tag review.

e Highlight every clue a stranger could use
e For each item: name the risk and the exact fix

e 'Be careful'is not a fix

SLIDE 8 - SPEAKER NOTES

. Point to the counselor's name on the board. Nobody gets in trouble for asking for help. Hand
s Fix it and tell someone out the check-up worksheet and family sheet.

e Private account, nickname, short bio
e Location off or a short list
* Message and tag controls on

¢ Something shared got passed around? Tell a trusted adult or the
counselor

SLIDE 7 - SPEAKER NOTES
. . . . Give 3 minutes of silent highlighting, then 8 minutes of group work. Push for named settings:
=8 Privacy audit: Jordan's profile
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